StorEasy® WormAppliance Enterprise

Store your most important data securely, in-house,

and without relying on the cloud!

Terabyte - Petabyte - Exabyte

The StorEasy® WormAppliance Enterprise (WAE) reliably protects your
data against tampering, loss, or theft—thanks to state-of-the-art
technology and a unique security concept. Using the proven 4-2-2
principle, your data is backed up four times across two different storage
technologies, with two of those copies stored offline in an air-gapped
environment. This ensures your information remains protected even in the
event of cyberattacks, hardware failures, or fire hazards.

The integrated trueWORM technology ensures that once data is stored, it
remains unalterable. Your information is immediately available at any time
via the NAS system, while it is simultaneously and automatically archived
on optical WORM media. These media can be stored in a separate fire-
protected area, providing additional security and flexibility for recovery.

The StorEasy® WormAppliance Enterprise integrates seamlessly into any
IT environment and offers an intuitive, platform-independent user
interface that enables management from anywhere, at any time.
Automatic notifications alert the administrator as soon as new media
needs to be inserted or errors occur. Thanks to the highly redundant
architecture, data is always stored in at least two copies, and the system
automatically detects hard drive failures, ensuring your data remains
available at all times. If hardware fails, defective units can be easily
replaced while undamaged data buffers and archive media continue to
be used seamlessly.
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Practical benefits (soft skills)

store.more.secure.

File-based archiving on durable
trueWORM media (Blu-ray BD-XL) -
tamper-proof & ransomware-
resistant.

Archiving controlled by file attributes
- flexible & automated.

Fast read access via NAS cache
(read-only) + dual optical backup.

Complete NAS system with
integrated controller - easy
integration via NFS/SMB.

Automatic media copies for offline
backup.

Use of different HDD manufacturers
for higher reliability.

Scalable capacity (desktop to
enterprise + expansions).

Technical & Compliance Benefits
(Hard Skills)

>

>

>

Supports DVD/BD/BD-XL and UDF
standard.

Open, standards-based solution
(ISO/UDF) - vendor-independent &
migration-proof.

Easy integration into existing storage
environments as a NAS.

Intuitive web GUI - no training
required.
Compatible with common backup

tools.

trueWORM archiving - optimally
audit-proof (GoBD, GDPR, etc.).

Checksums (MD5) at the file level for
integrity & self-healing.
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Admin Options

> Automatic email notifications &
status reports

> Pre-installed monitoring software
for system setup

> Intuitive graphical web GUI +
integrated display

> Configurable log levels & files
> Fully remotely administrable

> Optional: Synchronization /
Failover / Rackmount

Technical Specifications

> Base unit: 10-30 TB net
(Desktop: 1-10 TB)

> Hot-swappable HDDs + optional 2x
BD-XL trueWORM drives

> Expansion units:
from 10 to 110 TB per unit

> Network: 2x 1 GbE (10 Gb optional),
DHCP/static IP

> Protocols: NFS / CIFS / S3

Optional
> Nearline/Offline: Tera- to Exabyte
> WORM-RAID (multiple)

store.more.secure.

You can count on it!

> Conceived and developed in
Germany

> Software made in Germany

For maximum physical protection, the appliance is lockable, the hard
drives and optical archive drives are secured, and the second archive drive
allows media copies to be created and off-site stored automatically. This
ensures that your data remains protected not only from digital threats but
also from physical ones.

The StorEasy® WormAppliance Enterprise (WAE) combines the highest
level of data security, ease of use, scalability, and reliability in a compact,
high-performance archiving system. This makes it the perfect solution for
companies that want to protect their valuable information reliably over the
long term.

4-2-2 Security Plan

Data is backed up four (4) times using two (2) different storage technologies,
with two (2) of these copies stored offline as an air-gapped backup.

Carefree at all times!
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System Specifications

INCOM WormArchiver HIT Storage HMS Serie HIT Storage HDL Serie

Disc capacity 1 70 to 1750 24 t0 10368
Disc Magazine (a 35 Slots) - 2to 50 2 to 864
Storage capacity
(100 / 128 GB BD) 100 /128 GB 7TBto175TB 24TBto1327 TB
Drives 1 2to12 2to12
Disc Load Time (average) - <35sec.to<6sec. 5 sec. to < 10 sec.

2,5 Mio. 2,5 Mio. 5 Mio.

LAN, iSCSI SAS, LAN, NAS LAN, Mini SAS, SATA

EPSON Production systems Rimage Production systems

Number of record holders 2 2to4
Total disc capacity Up to 100 150 to 400
Output tray capacity 5,50, 100 5,50, 100
HDD storage - -
Interfaces USB, LAN USB, LAN

Compatibility Chart
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StorEasy® WormAppliance Enterprise - Your data. Secure. Everywhere. Forever.

In a world where data is the most valuable asset, there can be no compromises: The StorEasy® WormAppliance Enterprise (WAE)
reliably protects your information from tampering, loss, or theft — thanks to state-of-the-art technology and a sophisticated

security concept.

Maximum security thanks to the 4-2-2 principle
Our WormAppliance Enterprise operates according to the
proven 4-2-2 security concept:

4-2-2
Security Plan

Manufacturer A Manufacturer C
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Manufacturer B Manufacturer D

> Quadruple storage across two different technologies

> Two offline copies as additional air-gap protection

This ensures your data is protected even in the event of
cyberattacks, hardware failures, or fire hazards — a
comprehensive, worry-free solution for your business
information.

trueWORM - Audit-proof & reliable
Our redundant systems ensure that your data remains
available at all times:

> Once stored, cannot be changed
> Automatic archiving to optical media
> Data directly readable via NAS at any time

> Optional: Store media in a separate fire-protected area

Your data is doubly protected: quickly available on the NAS
and securely stored on WORM media.

Redundancy & Reliability at the Highest Level
Our redundant systems ensure that your data is always
available:

> Dual storage in the internal data buffer
> Self-monitoring automatically detects errors
> Immediate notification of the administrator

> Hardware replacement without data loss

Intuitive Management - Anywhere, Anytime

The StorEasy® WormAppliance Enterprise (WAE) integrates
seamlessly into any IT environment. Thanks to its platform-
independent user interface, you can manage your archive
from anywhere — easily, quickly, and securely.

> Network-based integration (NAS)
> Automatic notifications for media changes or errors
> Graphical interface for easy administration

> Immediate recovery in the event of a hardware failure

Physical protection - security from the outside and inside
> Lockable front door and hard drives

> Locked optical archive drives

> Automatic creation and off-site storage of media copies

Your data remains secure, protected from unauthorized
access and physical theft.

Why StorEasy® WormAppliance Enterprise?

> Maximum data security with the 4-2-2 principle
> Audit-proof, tamper-proof, air-gap-ready

> Easy to integrate and manage

> Maximum reliability & redundancy

> Scalable for growing data volumes

StorEasy® WormAppliance Enterprise - the archiving
system your data deserves.
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